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Agenda

» Web Access Management
> The Problem
> The Solution
> How Does It Work?

» Federation
> Single Sign-On Beyond a Single Enterprise
> How Does It Work?

* OpenSSO

> Project Overview



Typical Problems

» “Every application wants me to log in!”

* “I'have too many passwords — my monitor is
covered in Post-its!”

» “We're implementing Sarbanes-Oxley — we need to
control access to applications!”

* “We need to access outsourced functions!”

* “Our partners need to access our applications!”



Web Access Management

» Simplest scenario is within a single organization

 Factor authentication and authorization out of web
applications into web access management (WAM)
solution

* Can use browser cookies within a DNS domain

* Proxy or Agent architecture implements role-based
access control (RBAC)

» Users get single sign-on, IT gets control



ﬂE | Web Server

SSO Server
\i

End User

Web Server

Application
Server



How It Works

SSO Server Browser Agent Application
GET hrapp/index.html
Redirect to SSO Server
Authenticate _ _ |
Redirect to hrapp/index.html
(with SSO cookie) » GET hrapp/index.html
(with SSO cookie)

Is this user allowed to access hrapp/index.html?
Yes!

Allow request to proceed

Application response




Web Access Management Products

» Sun Java System Access Manager
> OpenSSO

* CA (Netegrity) SiteMinder Access Manager
» |BM Tivoli Access Manager

» Oracle (Oblix) Access Manager

* Novell Access Maneger

» JA-SIG CAS

* Spring Security (Acegi)

» JOSSO



Typical Problems

+ “Every application-waatsTie fo log in!”

* ‘I have SSW monitor IS
covered | itS! —

* ‘We're | Ing Sar ey —we need to
control ac plicatiens!”

—

* “We need to access outsourced functions!”

* “Our partners need to access our applications!”



Single Sign-on between Organizations

> Cookies no longer work
> Need a more sophisticated protocol

- Can't mandate single vendor solution
> Need standards for interoperability



Service Serv_ice
Provider Provider

|dentity
Provider =

Servjce
Provider

End User
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SAML 2.0 SSO Basics

|dentity Provider Browser Service Provider
GET hrapp/index.html

Redirect with SAML Request

SAML Authentication Request

HTML form with SAML Response

SAML Response | Service Provider

examines SAML
Response and

makes access
esponse control decision
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SAML 2.0 Assertion

(Abbreviated!)

<Assertion Version="2.0" ID="..." I|ssuelnstant="2007-11-06T16: 42: 282" >
<I ssuer>https://pat-pattersons-conputer.|ocal:8181/</I|ssuer>
<Si gnat ure>. .. </ Si ghat ur e>
<sanl : Subj ect >

ZA0OZ3IWP9ydul QLzFIbVWGH M
</ sam : Nanel D>

<sam : Subj ect ConfirmationData .../>
</ sam : Subj ect Confirmati on>
</ sanl : Subj ect >
<sanl : Condi ti ons

Not Bef or e="2007- 11- 06T16: 42: 28Z" Not OnOr Aft er =" 2007- 11- 06T16: 52: 287" >

<sanl : Audi enceRestri cti on>
<sani : Audi ence>
https:// pat-pattersons-conputer.|ocal/exanpl e-pat/
</ sani : Audi ence>
</ sani : Audi enceRestricti on>
</ sani : Condi ti ons>
<sanl : Aut hnSt at enent Aut hnl nst ant =" 2007-11-06T16: 42: 287" ...>
<sani : Aut hnCont ext >
<sani : Aut hnCont ext Cl assRef >

</ sani : Aut hnCont ext Cl assRef >
</ sani : Aut hnCont ext >
</ sani : Aut hnSt at enent >
</ sanl : Asserti on>
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SAML 2.0 Adoption

= Sun, IBM, CA - all the usual suspects, except Microsoft
* OpenSAML (Internet2)

> Java, C++
* OpenSSO (Sun)
> Java, PHP, Ruby
» SimpleSAMLphp (Feide)

» LASSO (Entr'ouvert)
> CISWIG

 ZXID (Symlabs)
> CISWIG



What is OpenSSO?

OpenSSO

. Open Federation

Open Access.

Open Federation.

OpenSSO 1.0 ==
Federated Access
Manager 8.0

All FAM 8.0 builds
available via
OpenSSO

Preview Features
Provide Feedback

Review code
security




milcrosystems

OpenSSO Momentum ensSso

Open Access . Open Federation

* In less than 2 years...

> >700 project members at opensso.org
> ~15 external committers

> Consistently in Top 10* java.net projects by mail traffic
— * of over 3000 projects S —

Audi UK @BD
[—

P Auds

Contact  NL/FR/EN

* Production deployments L rr——

e new Audl Memb] OpenlD at Work
Thuis OpenSSO | OperDS | OpenlD Extensions Identiy Management Community | Sun Developer Network: Idatiy

Soon, ve oc
L ‘configurator, the abl
be able to regist . .
> Du:,;zgnxwe;: Sun Identity Provider for OpenID
»>Home
exciting features, exf | nternet OpenD is alightaseight decentalized hatis hcreasingly e
| | | vide

p: ¥ 0 confinu
delivering merketeading denity \ toexploring allrelevent technologies,
inclucing OrenlD.

> My Account
> User Poliey

" ‘Thatswhy we've s3t up an Idertity Providerfor OpeniD (ut with a twist). We wan: to leam firsthand aboutthe best solLtions for identity or the RSt
web, solutions that meet 2eople's needs for convenience, contol, security, and privacy.
Mobiele telefo
f— ‘The twistto this Identity Provider for win lon this system i

Please either log Ins| | V/aste telefoniel

Tolevisie can choose e own usemame, can use a ctlious name nstead ofthelr el frs: name and last name, and don* have to sign up wit their Sun
il address, butthey have tob W' talkin use thisservice
for authentication. Of course the OperID can also be used on any weasite that accepts OpeniCs.
el Adre for auhenticaton. Of course the OperID can alo b used ite th penis
Pack
" +password o Ifyou'e a Sun employee and woulg lie to sign up for an OpeniD, follow these simple steps:
Direct 1. Cecide which username (nickname) you wantto use for your OpeniD.
) Forgotten you naar 2. Conotregister atthe firstsite you're sent o wien ycu click the link below, that's Justso you can log in and prove yo'e & Sun employee. Use
Online bestelle| your Sun emall address and your corporate password o log in to
Online bestelk Sun emall address and dtologlnto CWP.
u u Yorhuizen 3. Vihen your browserlsredicladto e page with ths OpeniD 0go at e top, and the fleldsto b filed n,yoL'e at he right page o egister
ey your aczountwith yeur d password
Glick hers to gt started
onune sesteLier|  For More Information
Cleef eersiye poetcol  Please visithe FAQ about OpenlD atSun to leam more about Sun's DpenlD inifiative, o visit e forum to post questions.

Note: OpenlD is ar untrusted protocol. Sun has no liabilly for what happens to any information you gve to a thirc-party web e using this service

Most OpeniD-enatied sies are genuine butsome may be phishers or other rogues. Sur curretly has no way of distinguishing the good sies rom
the bad

— Foundation for fine-grained authorization
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OpenSSO Extensions

https://opensso.dev.java.net/public/extensions/

PHP SAML 2.0 SP if¥

SAML 2.0 Picked up by FeiQe p .
Ruby SAML 2.0 SP implen¥erMation
SAML 2.0 ECP test rig

OpenlD 1.1 Provider
Deployed at openid.sun.com

OpeniD

Client SDK PHP Client SDK implementation

Activldentity 4Tress
Authentication Modules Hitachi Finger Vein Biometric
Information Card (aka CardSpace)




Demo

Deploy and Configure OpenSSO
Create an Identity Provider
SAML-enable a Service Provider...
All in less than 10 minutes!



milcrosystems

DEMO
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Participez!

Sign up at OpenSSO 1.0
opensso.org Build 4

Subscribe

OpenSSO Mailing Lists #Op%rr\]SSO

dev, users, announce freenode.net
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Resources

https://opensso.dev.java.net/public/extensions/

OpenSSO

OpenSSO Wiki

Pat's Blog

Daniel Raskin's Blog

http://opensso.org/

http://wiki.opensso.org/

Superpatterns
http://blogs.sun.com/superpat/

Virtual Daniel
http://blogs.sun.com/raskin/



http://blogs.sun.com/superpat/

D Sun.

microsystems

Open Source Identity Integration with OpenSSO
July 4th, 2008

Pat Patterson
Federation Architect

pat.patterson@sun.com
blogs.sun.com/superpat
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